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e Geographic - 13.5 square miles

e Population
e - 65,000 residents
e - 100,000 daytime

e Police Department - 130 employees, 95
sworn officers

e 30 patrol vehicles
e Fire Department - 79 employees
e 20 primary response vehicles



e Fiber Optic network connecting
e Police Building
e Police Substation
e 4 Fire Stations
e Other City Facilities

e DS3 Wireless link to Radio Repeater Site

e Data911 Mobile Computers in Vehicles

e Police since 2002
e Fire live Feb 2005



e Previous Wireless Environment
e CDPD 19.2 Kkbps

e 802.11b Hotspots
Police Building
Police Substation
Sports Center
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e Higher Bandwidth needed for applications
such as:

e CalPhoto

e New CAD System (GPS/AVL/Mobile)
e Other applications

e Carrier Solutions not available
e Coverage Problems in some areas



Carrier-Based Wireless
e GSM/GPRS
e CDMA/IXRTT

Private Wireless
e Private Radio (800 MHz)
e 802.11a/b/g

Or combination of the above ?
e Speed of 802.11
e Wide area coverage of Carrier solution
e “fill-in” coverage holes
e Some level of redundancy
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Multi-Layer Security

«{"Tropos control Protocol: AES” ) VPN

Client
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Wireless:

4/128 bit WEP
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Authentication Preserved
Throughout the Network
= Sign-on required only at start of
session

= Secure connectivity continues during
re-association with nodes

= |P address maintained while roaming
between subnets




e 30 Patrol Cars

e Data 911 mobile computers
e (Cisco 350 802.11b PCMCIA cards
e External 2.4 GHz antenna

e CPDP modems replaced with 1XRT moT
e City owned street lights
e Backhaul points at City Facilities

e Partnership with Tropos Networks

e 12 Node Pilot
e 26 Node Follow-on + 14 Node Expansion




Data 911 CPU

External 2.4 GHz
antenna



Data 911 Display and Keyboard



Current Configuration

External
Data

PD cap
HQ

Wi-Fi Cellular Metro
Network

RMS Message

Video
Server/
Recorder
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3 Mobility XE Connection List - Microsoft Internet Explorer

File Edit ‘Miew Favorites Tools Help

s~ Back - = - @ ot | @Search [3] Favorites @Media @ | I%. = =

Address I@j https: ) firis: G050/ connection_list, jsp

Server Status | Client Status | Sener Settings | Client Settings | Policy Management | Licensing | About

Logoff Help

= Back | Connection List — Server: iris
Refresh | W Auto-refresh  |Filter by Server; =] [iris =] Ay | | Columns. |

Connection count: 17 Page ] of1 Page size: [:0 =]

Select: All / Hone Reconnect | Force Failover | Disconnect | Quarantine Device | Quarantine User

[ | Device Mame [User Mame | Status [Wirtual Address [POF Address « [version |03 | Battery
 MOBFD2E MILPITASC e Connected 10.20.5.26 10.30.5.11:22414 6.01 P n/a
- MOBFDED4 MILPITAS WS Connected 10205112 10.30.5.14:10813 6.01 P n/a
- MOBFDTH4 MILPITAS e Connected 10.20.5.105 10.30.5.16:23480 6.011 P n/a
- MOBFDPTI MILPITAS LS Connected 10.20.5.109 10.30.5.28:28574 6.01 HP n/a
- MOBRD2Y MILPITASWMOSCUZE Connected 10.20.5.27 10.39.5.3:14100 6.01 P n'a
~ MOBFDBC12 MILPITASYCTD Connected 10.20.5.102 10.39.521:21374 6.00 P n'a
- MOBFDEDZ MILPITASER Connected 10.20.5.106 10.50.5 526239 6.0 HP n/a
r MOBFDUSAR1 MILPITAS WSEr Connected 10.20.5.241 10.50.5.10:25323 6.01 P n/a
[~ MOBFDTKI1 MILPITASTK Connected 10.20.8.111 10.80.5.11:12168 6.011 P n/a
- MOBFDEM MILPITAS 1 Connected 10.20.5.107 10.580.5.13:28478 6.01 P n/a
- MOBFDHMA MILPITAS i Connected 10.20.5.104 10.50.5.14:16384 6.011 HP n/a
I~ MOBFDCH?1 MILPITASYI 9231 Connected 10.20.5.103 10.50.5.17:21697 6.01 P n'a
- MOBFDBPZ MILPITASp2 Connected 10.20.5.1M 166.139.250.166:12730 6.011 P n/a
- MOBPDM MILPITAS Wprolo Connected 10.20.5.11 166.139.250.171:16435 6.01 HP n/a
- MOBRD14 MILPITASCspalding Connected 10.20.5.14 166.139.250.191:161145 g.01 P n/a
 MOBRD25 MILPITAS I Dromn Connected 10.20.5.25 166.139.250.211:16414 6.01 P n/a
- MOBRDOS MILPITASZambonin Connected 1020548 166.139.250 21518735 6.011 P n/a

Click on a Device Mame field ta view session details.

e

[@]iris Thu Aug 25 15:47:23 PDT 2005 [ | & [BE Localintranet

WiFi
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e CAD, Records Management,
Reporting

e Access to law enforcement
applications

e Cal Photo

DMV records, with high
resolution photos

e Fugitive Watch
e Criminal Code

e 511 Silicon
Valley

Traffic info

e Fire Department
applications

e Hazmat Data

e Weather Forecasts




e Vehicle Location and

e Call Dispatching and

Response
Recommendations

Status Changes

| = Y¥isiNET Mobile - [Map]

'3 Unit Location Monitor - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

dmback - = - @[5 2 | Qisearch  [ElFavorites  iMedia (4 | By = -5

Address ”.g'] http:ffsalus)aviview . asp
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v Digital Sprite 2 Network Yiewer

5LOBBY

e Desktop applications
used in the Station now
available in the field

e In-vehicle video
monitoring

/3 City of Milpitas - Crowne Plaza - Microsoft Internet Explarer

1041414

Q Name @

‘FME Edit  Wiew Favorites  Toolks  Help

‘ <EBack ~ = - &) 4 | Qisearch  CFavorites Tiveds (4| Ey- S o - = @

Adress [ ] hitp: 237880camfhome/home#. il
ﬁ ﬁj i G Q 15.51:51 1212712004

SONY &)
Network Camera SNC-RZ30N Lacees .
Control Capture Trigger Home

01-06-2005 Thu 08:36:30
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Costs

Initial Deployment $24,000 (Technology Bond)

Network Expansion  $84,000 (Tropos Grant)

Planned Expansion $31,000 (Technology Bond)
$55,000 Actual Cost

Benefits

e Ability to deploy new apps - PD Requirement
e Redundant wireless data network - Fail Over

e Reduction of Carrier Charges ?? - Real Savings

Cool Technology - Priceless



Technology

e 802.11g, 802.11x, 802.11q
e WiMax, Multi-band

e 4.9 GHz Band

Application
e Shared Access

e Digital Divide, Economic Development
e Public Utility ?



Bill Marion
bmarion@ci.milpitas.ca.gov




